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AMENDftWyS TQ THE CLAIMS 

The following listing of the claims will replace all prior versions and listings of the 
claims in the application. 

LISTING OF CLAIMS 

1. (Currently amended) A method of excising a compromised node from a 
community of nodes capable of information sharing comprising: 

for each group in a plurality of too tier groups in a too level tier r encrypting a 
new traffic encryption kev using a ton tier-group spec ific kev encryption kev. wherein the 
plurality of too tier croups excludes a group that includes the compromised node: 

broadcasting [[a]] the new traffic encryption key to each of [[a]] the plurality of 
top tier groups in [[a]] &e top level tie r, wherein tho plurality of top tier groups excludes a 
group that includ e s th e compromised nod e; and 

within the group that includes the compromised node, recursively broadcasting 
the new traffic encryption key to groups of nodes at a succession of lower tiers, until the 
compromised node is excise d, wherein recursively broadcasting comprises: 

for each of the groups of nodes in the succession of lower tiers, each of 
the groups of nodes excluding a lower tier group that includes the compromised node, 
encrypting the new traffic encryption kev using a lower tier- group specific kev 
encryption key . 

2. (Canceled). 

3. (Original) The method of claim 1 wherein each tier in a progression of lower 
tiers comprises a plurality of groups, one group of the plurality of groups including the 
compromised node, and wherein recursively broadcasting comprises: 
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for each tier in the succession of lower tiers, broadcasting the new traffic 
encryption key to a subset of the plurality of groups, such that the compromised node does not 
receive the new traffic encryption key. 

4. (Original) The method of claim 1 wherein recursively broadcasting comprises: 
broadcasting the new traffic encryption key to a plurality of lower tier groups in a 

lower tier, the plurality of lower tier groups excluding a lower tier group that includes the 
compromised node; and 

within the lower tier group that includes the compromised node, broadcasting the 
new traffic encryption key to a plurality of nodes in a lowest tier, wherein the plurality of nodes 
excludes the compromised node. 

5. (Canceled). 

6. (Currently amended) The method of claim [[5]] 4 wherein the compromised 
node is a node coupled to a wireless communications system. 

7. (Currently amended) The method of claim [[5]] 4 wherein the compromised 
node is a node coupled to the Internet 

8. (Currently amended) A method of operating a key management center to excise 
a compromised node comprising: 

from a list of top tier key encryption keys, selecting a top tier key encryption key 
that does not correspond to a group that includes the compromised node; 

encrypting a new traffic encryption key using the top tier key encryption key, to 
produce as a first encrypted traffic encryption key; asd 

broadcasting a message that includes the first encrypted traffic encryption key; 

from a list of lower tier key encryption kevs, selecting a lower ti er key encryption 
key that does not correspond to the group that includes the compromised node: 
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encrypting the new traffic encryption kev using the lower tier kev encryption key. 
to produce a second encrypted traffic encryption key: and 

broadcasting a mess age that i ncludes thesecpnd encrypted traffic encryption key, 

9, (Original) The method of claim 8 further comprising repeating the actions in the 
method for all top tier groups except the group that includes the compromised node. 

10. (Original) The method of claim 8 further comprising: 

within the group that includes the compromised node, broadcasting the new 
traffic encryption key to a plurality of nodes excluding the compromised node. 

1 1 ♦ (Original) The method of claim 1 0 further comprising: 

within the group that includes the compromised node, broadcasting new tier 
gropp key encryption keys to the plurality of nodes excluding the compromised node. 

12. (Currently amended) A key management center comprising: 
an encryption device; and 

a storage device coupled to the encryption device, the storage device being 
configured to hold a hierarchy of tier-group specific key encryption keys, 

13. (Currently amended) The key management center of claim 12 wherein the 
hierarchy of tier-group specific key encryption keys comprises: 

a lowest level tier in which each of a first plurality of tier-group specific key 
encryption keys is assigned to a corresponding node. 

14. (Currently amended) The key management center of claim 13 wherein the 
hierarchy of tier-group specific key encryption keys Anther comprises: 

a next higher level tier in which each of a second plurality of tier-group specific 
key encryption keys is assigned to a corresponding group of nodes. 

5 



PAGE 6/12 1 RCVD AT 3/14/2005 7:09:52 PM [Eastern Standard Time] 1 SVR:USPT0€ FXRF-1/3 4 DNlS:372W06 1 CSfD:4805855061 * DURATION (mm-ss):03-20 



Mar. 14. 2005 5:08PM INGRASSIA FISHER & LORENZ PC No. 8110 P. 7 

Appl-No. 09/536,577 
Response dated March 14, 2005 
Reply to Office Action of January 1 3, 2005 



15. (Currently amended) The key management center of claim 13 wherein the 
hierarchy of tier-group specific key encryption keys further comprises: 

a plurality of next higher level tiers wherein each of the plurality of next higher 
level tiers includes a separate plurality of tier-group specific key encryption keys, each of the 
separate plurality of tier-group specific key encryption keys being associated with a different 
plurality of tier-group specific key encryption keys on a next lower tier. 
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